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Infatica Pte. Ltd. (“Infatica”, “we”, or “us”) is the owner and operator of 
the Infatica SDK (“the SDK”), along with related websites, software tools, 
services, and technologies offered by us (collectively, “the Services”). 
This Privacy Policy describes how we collect, use, and protect 
information processed through the SDK when it is embedded in a host 
application. 
 
By using an application that incorporates the Infatica SDK, or by 
otherwise interacting with our Services, you (“you” or “user”) 
acknowledge and accept the practices described in this Privacy Policy. 
This document forms a legally binding agreement between you and 
Infatica. If you do not agree with any part of this Privacy Policy, please 
discontinue use of the Services and uninstall the host application. 
 
We recommend reviewing this policy periodically, as we may update it 
from time to time to reflect changes in legal, operational, or technical 
requirements. Your continued use of the Services following any updates 
will constitute acceptance of the revised terms. 
 
 
1. Infatica SDK – Data Practices & Network Participation 
 
-​ No personal data is collected, stored, or shared. We do not access 
your name, email, contacts, browsing history, or app usage. 
 
-​ No permanent device identifiers. We do not use hardware IDs or 
any other persistent identifiers. 
 
-​ No tracking across apps or websites. We do not place cookies or 
persistent tracking technologies. 
 
-​ Bandwidth sharing (opt-in only). With your consent, the SDK uses 
a small portion of your unused internet bandwidth to securely route 



public web data for Infatica’s enterprise clients. By opting in, your device 
becomes a peer node in the Infatica network, contributing limited 
network resources (bandwidth and IP address). In return, you may 
receive incentives—such as ad-free experiences or premium 
features—at the discretion of the app developer. 
 
Technical, non-personal data processed may include: 
 
-​ Device type and OS type 
-​ SDK version 
-​ General location (country- or city-level, derived from IP) 
-​ IP address (for operational purposes) 
 
Aggregated analytics: 
 
-​ We may generate and use aggregated, anonymized IP-based 
statistics (e.g., bandwidth availability by city or ISP). These analytics do 
not identify any individual user and may be shared with trusted partners 
for infrastructure planning, research, or performance optimization. 
 
All SDK operations comply with GDPR, CCPA, and applicable app store 
requirements. 
 
 
2. Legal Basis for Processing 
 
We process data on these grounds: 
 
-​ Contractual necessity – to deliver core SDK functionality you’ve 
agreed to. 
-​ Legitimate interests – to secure our network, prevent misuse, and 
improve service reliability. 
-​ Legal obligations – to comply with data protection laws, consent 
record-keeping, and other regulatory requirements. 
 
 
3. Sharing and Disclosure of Information 



 
We may share data in these circumstances: 
 
-​ Service providers & affiliates. Subsidiaries, affiliated companies, or 
trusted third-party partners may process data on our behalf for cloud 
storage or secure processing; operational support and authentication; 
diagnostics, analytics, or statistical purposes. All third parties are bound 
by agreements that require them to protect your data. 
 
-​ Legal or security reasons. We may disclose information if we 
believe in good faith it is necessary to: 1) comply with laws, regulations, 
subpoenas, or court orders; 2) prevent or investigate fraud, security 
threats, or technical issues; 3) enforce our policies, terms, or investigate 
breaches; 4) protect the rights, property, or safety of Infatica, its users, 
affiliates, or the public 
 
-​ Business transfers. In the event of a merger, acquisition, or sale of 
assets, any transferred data will remain subject to this Privacy Policy. 
 
 
4. Responsibility of Host Applications 
 
Infatica provides the SDK to application developers (“Host Applications”) 
with the expectation that they implement it in full compliance with 
applicable data protection laws, including but not limited to the GDPR, 
CCPA, and relevant app store policies. 
 
Infatica shall not be held liable for any misuse, unlawful integration, or 
failure by Host Applications to obtain appropriate user consents or 
provide required disclosures to end users. 
 
Each Host Application is independently responsible for: 
 
Informing users clearly and transparently about SDK functionality 
(including bandwidth sharing, if applicable); 
 



Obtaining valid, informed consent for any SDK-based features that rely 
on user authorization; 
 
Implementing technical safeguards and permissions properly. 
 
Infatica disclaims any liability arising from a Host Application’s failure to 
meet these obligations. Infatica reserves the right to terminate SDK 
access for any Host Application that fails to comply with these 
requirements or causes reputational, legal, or security risks to Infatica or 
its users. 
 
 
5. User Rights & Contact 
 
You may withdraw consent and stop participation at any time by 
disabling the SDK in the app’s settings or uninstalling the application. 
 
For inquiries, access requests, or deletion requests related to data 
processed by the SDK, contact us at: info@infatica-sdk.io 
 


